52 S F ¥ M Vol. 50 No.2
2022 4E2 A ACTA ELECTRONICA SINICA Feb. 2022

MEDAguard : 5 T2 #8111 %5 09 3600 FE AR i PR A 00
SN AV SIS IANIE S

XNEE,E OR,NEE, L EERH G
(1. MR BN G KBRS b, Ha 2 3501165 2. %% RG05 B 4640 A8 A T A 006 2, AR N 350116;
3. R WA SR RE i B E R S S0, 4R AR N 350116)

W OE: FEHENS (Micro-Electrode-Dot-Array , MEDA ) A4E 9,05 A AML A P2 )RR b, R 2 AR B9 8 Aol i T
FR =AU 5y 0 37 85 97 ol it 8 A 72 B0y . AR SR M — i 3 8 0 % 0% B F A A R AR S I R R A
22, PR MED Aguard , 12 75 5 {8 F A= Ak B 10 % 158 Y00 0k R A A V0 T06 40 o5 3% R0 n 3 A e, SEBXT A AL B LA B L I
AR A Al D A S AR 7= 3 R T OBk 57 B X T e 8 B o i ) By i i 4R — Fh 2 VTP 6 b, T
PG AR G A A AR A4 5 W BE AR U . SR T 22 41 0 L S SR 0 0o 5 % MED A guard 52 it % ) Bk , SCH0 45 R 3R
B MEDAguard BEfS A O AP 2 vy

KRR BB VSR BRI IRRRY S SMEAE

FESES:  TP309 XEkARIZE: A XEHRS:  0372-2112(2022)02-0440-06
FE F= 3R URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20210556

MEDAguard: A Logic Encryption Scheme for
Micro-Electrode-Dot-Array Biochips IP Protection

LIU Ling-qing',DONG Chen'?,LIU Xi-meng"?, LIU Huang-da', LIAN Si-huang', CHEN Xiao'
(1. College of Computer and Data Science, Fuzhou University, Fuzhou, Fujian 350116, China;
2. Key Laboratory of Information Security of Network Systems , Fuzhou University, Fuzhou, Fujian 350116, China;
3. Fujian Key Laboratory of Network Computing and Intelligent Information Processing , Fuzhou University, Fuzhou, Fujian 350116, China)

Abstract: In the process of outsourcing the production of micro-electrode-dot-array(MEDA) biochips, the unprotect-
ed IP(intellectual property) of the chip design is vulnerable to theft or overproduction attacks. This paper proposes a logic
encryption-based IP protection scheme for micro-electrode-dot-array biochips, called MEDAguard, which uses waste drop-
lets and input droplets from bioassay to form logic encryption modules to lock the bioassay, thereby protecting it from theft
during the outsourcing process. In addition, a security evaluation metric is proposed to assess whether the generated bio-
chemical reagents meet the concentration criteria for compliance against the brute-force attack method most commonly used
to break the key. Finally, several simulations are used to simulate a brute-force attack on MEDAguard, and the results show
that MEDAguard can effectively resist brute-force attacks.
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